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Abstract-This study implements a combination of Hill Cipher and
Least Significant Bit (LSB) steganography to improve data
security and evaluate digital image quality. The Hill Cipher is
used to encrypt text with a 2x2 key matrix, while LSB inserts the
encrypted message into the least significant bits of the BMP
image. The research method used is applied research with stages
of analysis, design, implementation, and testing. The test results
show that the integration of these two methods maintains image
quality with a low Mean Square Error (MSE) value (0.0001-
2.9424) and high Peak Signal-to-Noise Ratio (PSNR) (83.6554—
103.4438 dB), indicating visually undetectable changes. The
simulations prove the effectiveness of the system in securing data
without significant image degradation. The conclusion of this
study is that the combination of Hill Cipher and LSB
steganography is effective in securing data without significantly
compromising image quality. This study also provides an
alternative solution for data security by using hybrid
cryptography and steganography technigues.

Keywords: Hill Cipher, LSB Steganography, Data Security,

Image Quality, MSE, PSNR.

Essence-This study implements a combination of Hill Cipher and
Least Significant Bit (LSB) steganography to improve data
security and evaluate digital image quality. Hill Cipher is used
for text encryption with a 2x2 key matrix, while LSB embeds an
encrypted message into the lowest bit of a BMP image. The
research method used is applied research with stages of analysis,
design, implementation, and testing. The test results show that the
integration of these two methods maintains image quality with
low Mean Square Error (MSE) values (0.0001-2.9424) and high
Peak Signal-to-Noise Ratio (PSNR) (83.6554-103.4438 dB),
indicating changes that are not visually detectable. Simulations
prove the effectiveness of the system in securing data without
significant image degradation. The conclusion of this study is that
the combination of Hill Cipher and LSB steganography is
effective in securing data without significantly sacrificing image
quality. This study also provides an alternative solution for data
security by utilizing cryptography and steganography techniques
in a hybrid manner.

Keywords :Hill Cipher, LSB Steganography, Data Security,
Image Quality, MSE, PSNR

I. INTRODUCTION
The rapid development of digital technology has

increased the need for reliable data security systems,
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especially in the exchange of confidential information

Cryptography
steganography are two primary approaches frequently

through  image  media. and
used to protect data. Cryptography is one technique
that can be used to secure information. Cryptography
has two common stages: encryption and decryption.
Encryption is the process of converting an original
message into ciphertext, while decryption is the
process of converting an encrypted message into a
readable and understandable one.(Ridho et al.,
2022).Hill cipherwhich is a polyalphabetic cipher can
be categorized as a block cipher, because the text to
be processed is divided into blocks of a certain size.
Each character in a block will influence the other
characters in the encryption and decryption process,
so that the same character is not mapped to the same
character.(Ramadani, 2020). On the other hand, LSB
(Least Significant Bit) steganography is known as a
simple method for hiding messages in images, but it
is vulnerable to statistical detection if the pixel
modification is too obvious (Kumar & Sharma,
2023). The LSB steganography technique utilizes the
least significant bits of an image to store secret
messages. In this case, images of fish or the sea can
be used as a medium for storing secret messages. The
secret message will be hidden in bits that do not
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significantly affect the image quality so that the
message cannot be detected by the human eye.
Evaluation of image quality after the message
embedding process is crucial to ensure that the
changes that occur are not visually detected.
According to Kumar & Sharma (2023), the use of
MSE (Mean Square Error) and PSNR (Peak Signal-
to-Noise Ratio) can provide an objective measure of
image degradation due to message embedding.
However, their research only focused on LSB
optimization without involving cryptography. This
research will adopt a similar approach but in a hybrid
context, namely by measuring MSE and PSNR on
images that have gone through the Hill Cipher

encryption process and LSB embedding.
Il. LITERATURE REVIEW

Encryption isThe process of using a specific

algorithm to convert data or information into a format

that is almost unidentifiable as the original
information. Plaintext is information or messages sent
in an easily readable or original format.(Ziliwu,

Maslan, & Kremer, 2022).

Basics of Cryptography

Cryptography is a science that studies how to keep

data or messages safe when sent, from sender to

recipient without experiencing interference from third
parties. The principles underlying cryptography are:

a. Secrecy(confidentiality), a service used to protect
the contents of information from anyone except
those who have the authority or secret key to open
or delete encrypted information.

b. Authentication, This relates to identification or
recognition, both of the system as a whole and of
the information itself. Two communicating parties
must identify themselves. Information sent

through a channel must be authenticated for

authenticity, data content, time of delivery, and so

on.
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Access rights to a file or other facility in an
information processing system are still another area
where cryptographic ideas have been applied.
Decryption is the opposite of encryption because its
purpose is to return a coded message or false
information to its original form. The process of
restoring the contents of a coded message requires the
use of a pre-prepared code. The process of converting
a message's contents from plaintext to ciphertext is
called encryption, and the process of returning the
text from ciphertext to plaintext is called decryption.
(Ziliwu, Maslan, & Kremer, 2022).

Hill Cipher Cryptography

A cryptographic algorithm, or cipher, often referred
to as a code, is a mathematical function used for
encryption and decryption. There are two types of
cryptographic algorithms: symmetric algorithms and
The Hill

polyalphabetic cipher, can be categorized as a block

asymmetric  algorithms. cipher, a
cipher because the text to be processed is divided into
blocks of a certain size. Each character in a block
influences the other characters in the encryption and
decryption process, so that the same character is not
mapped to the same character.(Ramadani, 2020).
Steganography is an alternative solution for securing
important and private information. The term
steganography comes from the Greek words steganos,
meaning disguise or concealment, and graphein,
meaning writing. Thus, steganography can be defined
as the art of hiding messages within other data without
altering the underlying data, so that the underlying
data appears nearly identical before and after the
concealment process.(Wibisono, Waluyo, & Ujianto,
2020).

I1l. RESEARCH METHODOLOGY
Research methods
In conducting this research, the author used an
research is

applied research method. Applied

P-ISSN1858-2680
E-ISSN2723-4673



conducted with regard to practical realities, the

application, and development of knowledge

generated by basic research in real life. Applied
research serves to find solutions to specific problems.

The primary goal of applied research is problem-

solving so that the research results can be utilized for

the benefit of humanity, both individually and
collectively, as well as for industrial or political
purposes, rather than solely for scientific insight.

In carrying out this applied research there are 5 (five)

steps, including:

a. Do something that is needed, studied, measured,
and checked for weaknesses.

b. Finding one of the weaknesses obtained is selected
for research.

c. Seeking and providing solutions in problem
solving

d. Then modifications are made so that the solution
can be implemented.

e. The solution is maintained and placed in a single
unit so that it becomes a permanent part of a
system.

Method of collecting data

The data collection methods that the author used in

this research are as follows:

Observation

In collecting data through observation, the author

observed and analyzed the stages or steps of Hill

Cipher cryptography and steganography.LSB on

digital image objects.

Literature review

The method by which the writer studies and searches

for data from books and references related to the

problem being written about.
IV. RESULTS AND DISCUSSION

A. Application Results
The implementation application of Least Significance
Bit (LSB) and Hill

steganography Cipher
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cryptography for data security was built according to
the analysis and design as described in the previous
chapter, namely the research methodology chapter, so
in this section will be presented the results of the
application built using the design that has been done
in the previous chapter. The LSB steganography and
Hill Cipher cryptography application successfully
inserted a message into an image object without
changing the color significantly and strengthened
with the Hill Cipher cryptographic key. This Hill
Cipher algorithm is difficult to solve because it uses
matrix multiplication. Apart from these advantages,
the Hill Cipher algorithm also has disadvantages, one
of which is that it cannot restore messages that use
spaces because the Hill Cipher formula table only
contains AZ. while the disadvantage of LSB is the
number of inserted message characters is limited, so
the size of the image must adjust the size of the
message. In this chapter, a discussion will be carried
out on the results of the system built, the system's
functionality and an analysis of the system's
performance based on the output results produced by
the system.

B. System Discussion

In the Least Significance Bit (LSB) steganography
and Hill Cipher cryptography security applications,
there are several interfaces designed to make it easier
for users to use or run these applications. The
interfaces are as follows:

1. InterfaceMain course

InterfaceThe main menu is the interface that first
appears when the system is run. On this interface
there are selection buttons, namely the "Insert and
Encryption" button which is used to enter the Insert
and Encryption interface, the "Extract and
Decryption™ button is used to enter the Extract and

Decryption interface, the "MSE and PNSR Testing"
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button is used, and the "Exit" button is used to exit the
system. Display on the main menu form

5l Menu Utama — O X

Sisip Dan Enkripsi

Ekstrak Dan Dekripsi

Implementasi Kombinasi Hill Cipher dan
Steganografi Least Signifiaction Bit Untuk
Evaluasi Kualitas Citra Digital

Pengujian MSE dan
PSNR

Tutup Aplikasi

Figure 1. Application Main Menu

2. Insert and Encryption Interface

InterfaceThe Insert and Encryption interface will be
displayed if the user selects the "Insert and
Encryption" button. In general, this interface's main
function is to insert a message into a digital image
object and then encrypt it using the Hill Cipher
algorithm. The Insert and Encryption implementation
shows how the developed system can insert and
encrypt messages into input image objects using the

LSB and Hill Cipher techniques.

Figure 2. Insert and Encryption Interface
In figure 2. userClick the open picture button to select

the image you want to insert a message into.

< [ images v

Figure 3. Explorer Dialog Box
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Select the file to insert the message and encrypt it, for
example a motorbike file, then an image like the
following will appear.

Figure 4. Selected Image File
From figure 4, enter the matrix value in the column
provided, then type or select open message from file,
then the following results will appear:

851 Sisip dan Enkripsi — =] <

Input Nilai Matrix

III

II

Simpan

Batal

Tutup

< arer a sk an
tertentu. Setiap karakter dalam satu blok akan saling mempengaruhi karakter ~
Chiperteks

HH IO P EECRN VW IGZSNFFIGEDOR LIMIBOUACCEL TLHBIATPHIDAVSEIN. ~

BHHDO!
MG EDOPL O EC LAN KRGS0 8 FEEMNKHHEE S SO EENMIH DA Bo)

Figure 5. Results of the Insertion and Encryption
Process

3. Extract and Decrypt Interface

Interface implementationextract and decrypt

shows that the functionextract and decryptowned by

the system can run well where the system is able to

extract and decrypt messages contained in the image.

o5l Ekstrak dan Dekripsi — [m] >

Input Milai Matrix

HH
HH

Dekripsi

Simpan

Batal

Citra Hasil (Stegano)
Tutup
Chiperteks Ter-Ekstraksi :

HHOIOXIPEEOXNYWIQZSNFFIIGEDOPLMJBOUACCPLTLHBIATPHNYVSFNN a
IAWDSHEXNNKHJJHHVVCKFFRXPVAUQIFFAWFFIASUSFKHGAANQEIVFSG
MIWSHWMOEMZEROXKVP HNNYWNDZRSAJJJJCIWKIGWKKZDPLDWKNDZ
ROVXRPPASYYGNHHOIOXIPCCQIVROXWECEIWXEMEHHOIOXTAYMMJAN
KZDPLDWEKCCQIVROXUCOWGUVROXIGKZDPLDMFPXNFYNZROHKTNNIC
PLVBEENNYJMBHHDODDVRMEGEDOP LMJITHOKCFFIEDPKCNNGOEDYS
BIXMKGEDOPLOECLANKRQGSUSFEENNKHHSGSSOEENNKHEDWQIWBO) v

Plainteks Hasil Dekripsi

ALGORITMAKRIPTOGRAFIATAUCIPHERDANJUGASERINGDISEBUTDENGA ~
NISTILAHSANDIADALAHSUATUFUNGSIMATEMATISYANGDIG UNAKANUNT
UKMELAKUKANENKRIPSIDANDEKRIPSIADADUAMACAMALGORITMAKRIPT
OGRAFIYAITUALGORITMASIMETRISS YMMETRICALGORITHMSDANALGORI
TMAASIMETRISASYMMETRICALGORITHMSHILLCIPHERYANGMERUPAKAN
POLYALPHABETICCIPHERDAPATDIKATEGORIKANSEBAGAIBLOCKCIPHER
KAREMATEKSYANGAKANDIPROSESAKANDIBAGIMENJADIBLOKBLOKDENG ¥

Figure 6. Extract and Decrypt Interface
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4. MSE and PNSR Test Interface

Image testing is performed by inserting, extracting,
encrypting, and decrypting. Several bitmap images
are used as test images.

Tuwp

Figure 7. MSE and PNSR Test Interface
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The testing carried out on this application is by using
the black box technique, this black box technique is a
testing technique that focuses on the output of the
response results, or simply to find out whether there
are errors or there are functions that do not work as
expected. The purpose of this testing is to ensure that
the software being built is of reliable quality, namely
being able to present the basic analysis of the
specifications, design, and coding of the software
itself. The following is a table of black box testing.
Table 2. Black Box Testing

Figure 4.7 shows that the MSE and PNSR tests Test Type Test Description P’pt‘?s of
esting
carried out by the system can run well, where the | Open Searching for image.bmp Black Box
. L. . Insert and Object insertion and Black Box
system is able to analyze basic information from the | Encryption | encryption process
. . . . . Extractand | Display message content Black Box
opened image, such as image size, image dimensions, | pecrypt again
; MSE and Testing the image value Black Box
MSE and PNSR values. Several images used as test PNSR before and after inserting the
images in this study can be seen in the following LTesting message
table: \ Case and Test Results Image.bmp
Input Data Which are | Observation | Conclusion
LSB and Hill expected
. . Enter Image can be | Image [X] accepted
No. Initial Image Cipher MSE PNSR image.bmp processed successfully | [ ]rejected
Information Image value Value processed
Information Insertion and | Images can | Image [X] accepted
encryption be inserted | successfully | [ ]rejected
1 vy 7.9117 | 89.1481 and inserted and
encrypted encrypted
Extract and | Displays the | Message [X] accepted
""" decrypt inserted appears [ ]rejected
message
2 vy 0.0001 | 87.2267 MSE and | Displays Successfully | [x] accepted
= 93142 PNSR image object | displayed [ ]rejected
e Testing information image
before and | information
after LSB and
3 0 | 0.0001 | 88.0711 Hill  Cipher
|/F\W = | o138 processing.
3 V. CLOSING
4 1.5832 | 96.1354 A. Conclusion
2 After conducting literature studies, designing,
E Y= , 50002 | 83 6554 analyzing, implementing and testing the system, the
@{’b @E{}@ 80246 following conclusions can be drawn:
5 1. Implementation  of  steganography  with
%‘ hy Tuo | 29424 | 1034438 algorithmsLeast Significance Bit(LSB) and Hill
: | N
h = % - Cipher algorithm cryptography on digital image
objects can run well.

System Testing
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2. The application of steganography using the Least
Significant Bit (LSB) method can be combined
with Hill Cipher cryptography. This can be proven
by successfully encrypting data and embedding it
into an image without significantly reducing the
quality of the original image, making it
indistinguishable from the embedded message.

3. The image quality depends on the number of
message characters or the size of the message file

inserted in the image object.

B. Suggestion

The suggestions the author makes are expected to

further improve the results obtained. Here are some

suggestions from the author:

1. In the development of the next data security
application, it can be developed by combining
steganography and cryptography with other
algorithms.

2. For further development, a file can be used, for
example a file in docx format, which can be
selected by the user.

3. To increase the level of security of data, other
modern encryption methods can be used, such as
the 64-bit AES algorithm, RSA and others,
because the Hill Cipher method is still a classic

method.
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