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ABSTRACT 

The massive wave of digital transformation has increased 

organizational exposure to cybersecurity threats, particularly 

ransomware, which poses significant financial impacts. 

Ransomware is no longer merely a technical issue but a 

strategic challenge requiring a multidisciplinary mitigation 

approach. This study aims to examine the role of strategic 

management accounting in supporting mitigation efforts 

against ransomware attacks through a systematic literature 

review (SLR). The method applied is an SLR of 20 Sinta-

indexed journals (levels 1–4) published between 2020 and 

2024. The study was conducted from January to March 2025. 

The analysis reveals that strategic management accounting 

contributes through the integration of monitoring 

technologies, the development of risk governance 

frameworks, strengthening of organizational security culture, 

and optimization of security systems. Strategic management 

accounting also supports data-driven decision-making 

regarding resource allocation and security investment 

evaluation. This study suggests the need for synergy between 

accounting and information technology professionals to 

enhance organizational resilience. The findings offer both 

theoretical and practical contributions for developing more 

integrated and adaptive cybersecurity strategies in the face of 

evolving ransomware threats. 
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INTRODUCTION 

Attack ransomware has develop from threat technical become challenge strategic 

multidimensional which requires approach management comprehensive . “Global losses from 

ransomware attacks are estimated to reach 20 billion USD in 2021, a 57-fold increase compared 

to 2015” (Mulianingsih, 2025). Global statistics show a worrying trend related attack ransomware 

. According to report International Business Machines ( IBM), “ the average cost of a global data 
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breach has reached 4.45 million US dollar , with attack ransomware donate portion significant 

from loss " . (Shakib et al., 2025)In Indonesia itself , the National Cyber and Crypto Agency 

(BSSN) noted happen more of 1,400 attacks cyber every day throughout in 2022, with 30% of 

them in the form of attack ransomware that targets institution finance and business scale big . “ 

In the last five years, ransomware attacks worldwide including in Indonesia have shown a fairly 

high spike. According to a report from Bitdefender , ransomware attacks increased by 485% from 

2019 to 2020, and this trend continues with increasing complexity of attacks (Alzakari et al., 

2025). ” 

In Indonesia, ransomware attacks occurred in several sectors, one of which occurred in 

the health sector," the Siloam Hospital information system in 2021, where patient data was 

encrypted and attackers demanded a ransom in the form of cryptocurrency , this shows that the 

health sector is very vulnerable to cyber attacks " (Wijanarko et al., 2023). In addition, towards 

the end of 2021, Bank Indonesia confirmed the Conti ransomware attack that occurred at the 

Bengkulu branch office. Although no critical data was leaked, some data was successfully 

uploaded to the dark web (Cyberthreat, 2022). In addition, in May 2023, Bnak Syariah Indonesia 

(BSI) experienced a disruption that was initially claimed as system maintenance, however, after 

a few days, it was revealed that they were attacked by LockBit, which demanded a ransom of 

IDR 200 billion and threatened to leak customer data (Hardeva, 2023). Data from Cybersecurity 

Indonesia also shows that ransomware attacks in the government sector are increasing, with 

more than 50% of government agencies experiencing cyber attacks in the form of ransomware 

in the last three years . Attacks on government information systems can result in the loss of 

important data and disruption of public services. Fundamentally ransomware is threat security 

technology impactful information financial for management strategic .“ Involvement 

accountancy management strategic in context mitigation covers evaluation investment security 

,analysis cost-benefit from implementation technology security , development indicator 

performance related security, as well as planning and budgeting for security program cyber ” 

(Nurwanah, 2024). 

In literature academic contemporary , has start formed awareness will importance 

integration between management security cyber with system accountancy management . 

According to (Temitayo Oluwaseun Abrahams et al., 2023), “ framework Work accountancy 

management strategic can applied For measure and evaluate investment security cyber ”. In 

line with matter This According to (Kalinaki, 2025)" approach accountancy management based 

on risk can in a way significant increase effectiveness of security programs cyber organization 

through allocation source more optimal power. Although study previous has confess relevance 

accountancy management in context security cyber , there is gap significant in literature about 

How practice accountancy management strategic in a way specific that can contribute to 

mitigation risk ransomware attacks. 

Based on the description above , can concluded that there is need urge For explore in a 

way more deep about role accountancy management strategic in mitigation risk ransomware 

attack . Exploration This No only relevant from perspective academic For fill in gap in literature , 

but also has implications significant practical for organization that seeks increase resilience to 

threat increasingly cyber complex ., research This aiming For do review literature 

comprehensive about role accountancy management strategic in develop and implement steps 

mitigation to ransomware attacks , with focus specifically in the Indonesian context. 

Formulation problem in study This is : (1) How framework accountancy management strategic 

can applied For identify , measure , and manage risk ransomware attacks ? (2) What are they? 

approaches and tools analysis in accountancy management strategic that can support 

mitigation strategy development effective ransomware attack ? (3) How practice best in 

integrate perspective accountancy management to in security program cyber organization, 

especially in context mitigation ransomware risk?. Study this is also expected can give 

implications significant managerial with highlight How professional accountancy management 
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can collaborate with professional security cyber For develop effective and efficient mitigation 

strategies. By Thus , the study This No only relevant for academics in field accountancy 

management and security cybe, but also for practitioners and makers policy of interest in 

increase resilience organization to threat cyber contemporary. 

 

LITERATURE REVIEW 

Ransomware 

Ransomware is a type of malware that encrypts user data and demands a ransom to 

decrypt it. According to the Cybersecurity & Infrastructure Security Agency (CISA, 2021), 

“ransomware attacks have increased significantly in recent years, with more than 4,000 attacks 

occurring every day. The types of ransomware vary, from ransomware that encrypts personal 

files to ransomware that attacks the operating system” Overall. Ransomware can be divided into 

several types based on how it works. “Encrypting ransomware, which encrypts files and demands 

a ransom for the decryption key such as CryptoLocker, which first appeared in 2013 and infected 

thousands of computers by demanding a ransom in Bitcoin” (Ariyanto, 2024). In addition, there is 

also locker ransomware that does not encrypt files, but locks access to the operating system or 

device. An example of this type is Police ransomware. “Police ransomware displays a fake 

message from the authorities and demands a ransom to unlock the device” (Shakib et al., 2025). 

According to (Wany et al., 2024) "locker ransomware is often easier to overcome than encrypting 

ransomware, but can still cause significant disruption to users". Ransomware can also be 

categorized based on its distribution method, such as phishing, "exploit kits, and remote desktop 

protocol (RDP). Phishing, which involves sending malicious emails more than 90% of cyber 

attacks start with phishing to steal user information" (G. Ramadhan, 2023) 

 

Strategic Management Accounting 

Strategic management accounting is a process that integrates accounting information with 

corporate strategy to support better decision making. According to Simon (1981), "management 

accounting is the provision and analysis of data about a business and its competitors for use in 

developing and monitoring business strategies" strategic management accounting not only 

focuses on financial statements, but also includes cost analysis, planning, and operational 

control that are oriented towards achieving the company's long-term goals. "Companies that 

implement strategic management accounting effectively can increase profitability by up to 25% 

compared to companies that do not" (Masitoh & Santoso, 2022). In the research conducted by 

(Bonnici & Galea, 2015) companies that integrate Strengths, Weaknesses, Opportunities, Threats 

(SWOT) analysis with accounting information can identify better market opportunities and 

reduce the risks associated with strategic decisions. 

 

METHODS 

This study uses the Systematic Literature Review (SLR) method, which is a secondary 

research approach to identify, evaluate, and interpret all available literature related to a 

particular research topic. The SLR approach was chosen because of its ability to provide a 

comprehensive understanding of the development of studies on the role of strategic 

management accounting in mitigating ransomware cybersecurity attacks, as well as identifying 

research gaps that can be directions for further research.  

The SLR method allows for systematic mapping of conceptual and empirical developments 

related to the topic being studied, taking into account the reliability and validity aspects of the 

knowledge synthesis process carried out. The implementation of this research began in March 

2025 and was completed in May 2025, focusing on scientific publications published between 

2020 and 2024. The SLR research procedure in this study adopts the framework developed by 
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Kitchenham and Charters with modifications adapted to the context of management accounting 

and cybersecurity. The stages carried out include review planning, review implementation, and 

reporting of review results. At the planning stage, research needs are identified and review 

protocol development is carried out which includes research questions, search strategies, 

inclusion and exclusion criteria, and data extraction and synthesis strategies. This review 

protocol was developed by referring to previous studies conducted in the context of strategic 

management accounting research. 

The data sources in this study were scientific articles indexed in the Science and 

Technology Index (Sinta) and Scopus databases, which are scientific journal ranking and indexing 

systems. The search was conducted on journals with Scopus and Sinta categories with a focus on 

the fields of accounting, management, information systems, and information security. This study 

used a combination of Indonesian and English keywords, including: "strategic management 

accounting", "ransomware", "cyber security", "cyber risk mitigation", "strategic management 

accounting", "cyber security", "cyber risk mitigation", and "ransomware attack". 

The data collection technique was carried out through several systematic stages. The first 

stage was an initial search using keywords that had been set on the Sinta portal and related 

journal databases. This search resulted in 78 potential articles which then went through a 

screening stage based on inclusion and exclusion criteria. Inclusion criteria include: (1) articles 

published in journals indexed by Scopus and Sinta 1&2 (2) articles published between 2020-2024, 

(3) articles discussing management accounting, cybersecurity, or both, and (4) articles available 

in full text. Meanwhile, exclusion criteria include: (1) articles focusing on technical aspects of 

cybersecurity without any relation to management or accounting, (2) articles in the form of 

editorials, book reviews, or short communications, and (3) duplicate articles. The screening 

process produced 43 articles which were then tested for eligibility through a quality assessment 

using an instrument adapted from Wasono and Furinto (2022). In the end, 20 articles were 

obtained that met the quality threshold for further analysis. The data analysis technique in this 

study applies a qualitative meta-synthesis approach with a meta-aggregation technique as 

recommended by the Joanna Briggs Institute.  

This technique allows researchers to integrate findings from various qualitative studies 

without transforming the original data, thus maintaining the integrity of the initial findings. The 

analysis process is carried out in stages: (1) data extraction from selected articles using a 

validated extraction form, (2) categorization of findings based on emerging themes and 

subthemes, (3) aggregation of findings to produce a comprehensive synthesis, and (4) 

assessment of the level of confidence in the aggregate findings using the ConQual framework. 

The validity and reliability of the study are maintained through several strategies. First, 

researchers use a clear and detailed review protocol to ensure consistency in the article 

selection and analysis process. Second, the data selection and extraction process is carried out 

independently by two researchers, with a consensus meeting to address differences in 

assessment. Third, preliminary findings are validated through discussions with management 

accounting and cybersecurity experts. Fourth, triangulation of data sources is carried out by 

comparing articles from various types of journals and research perspectives. This approach is in 

line with recommendations to ensure the quality of SLR research in the field of management 

accounting.  
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RESULTS 

Figure 1. PRISMA Flowchart 

 
 

Systematic review literature conducted against 20 journals indexed Sinta has produce a 

number of findings important about role accountancy management strategic in mitigation cyber 

security ransomware attacks . Analysis to articles selected produce synthesis that can grouped to 

in four category main : (1) integration technology in accountancy management strategic For 

security cyber , (2 ) governance and management framework risk , (3) factors organizational in 

implementation security cyber , and (4) innovation and optimization system security . Distribution 

article based on category This served in Table 1. 

 

Table 1. Distribution of Articles Based on Category Findings 

No Category Findings Number of 

Articles 

Percentage 

(%) 

1 Technology Integration in Accountancy Management 

Strategic 

7 35 

2 Governance and Management Framework Risk 5 25 

3 Organizational Factors in Implementation Cyber 

Security 

4 20 

4 Innovation and Optimization System Security 4 20 

 

Apart from categorization based on theme findings , analysis was also carried out to 

approach methodology used in articles mentioned . As shown in Table 2, there are variation 

method significant research , with domination approach quantitative and implementation system 

, which reflects balance between exploration conceptual and application practical in study related 

accountancy management strategic and security cyber. 

 

Table 2. Distribution of Articles Based on Methodology Study 

No Methodology Study Number of Articles Percentage (%) 

1 Quantitative 6 30 

2 Implementation System 6 30 

3 Case study 3 15 

4 Literature Review 3 15 

5 Qualitative 2 10 
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Based on analysis to journals said , it was found existence evolution significant in 

contribution accountancy management strategic to mitigation cyber security attacks , in 

particular ransomware. Publication trends show improvement amount study related Topic This in 

five years Lastly , with concentration highest in 2024-2025 , indicating relevance and urgency 

issue This in context science contemporary. 

 

DISCUSSION 

Technology Integration in Strategic Management Accounting for Cybersecurity 

Findings from the literature analysis indicate that technology integration in strategic 

management accounting practices has a significant role in increasing the effectiveness of 

mitigating cybersecurity attacks, especially ransomware. Irmanto et al. (2024) in their study on 

personnel position monitoring systems using GPS emphasized the importance of real-time 

human resource monitoring with a success rate of 98.6%. This type of system contributes to 

strategic management accounting by optimizing human resource allocation and increasing rapid 

response to security threats, which can be applied in the context of cyber attacks. This finding is 

in line with the results of the study (Aripilahi et al., 2024). who implemented Wazuh for network 

security monitoring and successfully detected unauthorized file modifications early, a capability 

that is very crucial in preventing ransomware attacks. The application of artificial intelligence and 

machine learning technologies has also emerged as a significant trend in technology integration 

with strategic management accounting. (Hairani & Widiyaningtyas, 2024) demonstrated how 

Convolutional Neural Networks (CNN) with data augmentation can achieve very high detection 

accuracy (99.7%).  

Although this study focused on rice plant disease detection, similar methodologies can be 

transferred to the context of cybersecurity to detect anomalies that indicate potential 

ransomware attacks. Furthermore, Muhammadiyah (2025) confirmed the effectiveness of 

combining classical data augmentation techniques with Deep Convolutional Generative 

Adversarial Networks (DCGAN) which achieved an accuracy of 98.13%. The application of such 

data augmentation techniques can significantly improve the capabilities of cyberattack detection 

models, providing an additional layer of protection against ransomware. In terms of data 

management, research on satellite telemetry data information systems (not mentioned by the 

author) highlights the importance of big data management systems for strategic analysis and 

decision making. The system, which was successfully developed with a success rate of 86.22%, 

shows how the System Development Life Cycle (SDLC) approach can produce an integrated data 

security system that prevents unauthorized access, a fundamental principle in mitigating 

ransomware attacks. This finding is reinforced by a study (Junaidi et al., 2022) which 

implemented a computer network monitoring system using Icinga, enabling early anomaly 

detection with efficient use of computing resources (less than 20%). This kind of efficiency is an 

important consideration in strategic management accounting which emphasizes resource 

optimization. 

 
Governance and Risk Management Framework 

Aspects of governance and risk management emerge as essential components in the 

integration of strategic management accounting with cybersecurity attack mitigation strategies. 

(Darmi et al., 2024) through an evaluation of information system security governance based on 

Control Objectives for Information and Related Technologies (COBIT) 2019 identified a gap of 2 

levels from what was expected in the APO12 (risk management) and BAI10 (configuration 

management) domains. This finding highlights the urgency of developing information system 

governance performance metrics that are integrated with management accounting for strategic 

decision making that can minimize security gaps. In line with that, Kosadi et al. (2020) in their 

literature study on corporate governance in Indonesia underlines how good governance can 
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prevent financial fraud, including those originating from cyber attacks. This study, although more 

oriented towards general aspects of corporate governance, provides a foundation for 

understanding the relationship between governance practices and financial information security 

risk mitigation.  

This finding is confirmed by research (Isnaini & Suhartono, 2023) which analyzed the 

security of village administration applications using the Mobile Security Framework and ISO 

27002:2013, revealing vulnerabilities in the cryptography and access permissions aspects. This 

study highlights the importance of standardizing business processes and information risk 

management—key elements in strategic management accounting—as a foundation for 

implementing effective access control and cryptography in protecting sensitive data from cyber 

attacks. In a broader perspective, research (Natalia Baba, 2024) on the relationship between 

ethical leadership, accountability, and technological transformation highlights the vital role of 

ethical leadership that emphasizes moral values in enhancing technological innovation. This 

literature review of 82 multidisciplinary articles underlines the importance of ethics in strategic 

decision-making, including in the context of implementing cybersecurity and handling data 

breaches. This ethical aspect complements the technical and managerial dimensions in a 

comprehensive governance framework for mitigating cybersecurity risks. 

 

Organizational Factors in Cybersecurity Implementation 

The organizational dimension plays a crucial role in the context of implementing a 

cybersecurity mitigation strategy. (Fridayani & Kusuma, 2024) examined the effect of 

organizational agility on social sustainability and found that organizational agility significantly 

influenced organizational support, organizational culture, and social sustainability. This study 

highlights how organizational security culture can strengthen resilience to cyberattacks—an 

aspect that is often overlooked in technical approaches to information security. Furthermore, 

Habib et al. (2025) through Structural Equation Modeling analysis confirmed that perceived 

security greatly influences user trust (0.651) in digital services, which in turn impacts perceived 

usefulness (0.576) and satisfaction (0.527).  

These findings emphasize the importance of the perceptual dimension in implementing 

security technology, which must be considered in a comprehensive management accounting 

strategy. In line with that, (R. Ramadhan et al., 2025) identified that human and organizational 

factors significantly influence the adoption of cloud-based accounting in the Indonesian banking 

sector. This study highlights the importance of considering non-technical factors in the adoption 

of modern accounting technology that have implications for data security in accounting systems. 

Other organizational aspects that need to be considered are business strategy and innovation. 

(Cuandra & Candy, 2024) in their research on strategy and innovation to improve the sustainable 

performance of SMEs in the digital business era found a significant impact of technological, 

learning, and relational capabilities on SME performance. This study emphasizes that 

technological capabilities are an important factor in the security of SME information systems, 

which must be integrated into business strategies for sustainable performance. 

 

Innovation and Optimization of Security Systems 

Innovation in security systems is an aspect that is no less important in mitigating cyber 

security attacks. Priyanto and Azhar (2017), although a relatively older study, highlighted the 

effectiveness of the Data Encryption Standard (DES) algorithm for data encryption with a 

processing speed of 3 seconds per file capacity of 1024 bytes. This kind of data encryption 

approach is a fundamental defense against ransomware attacks that access sensitive data. 

Meanwhile, (Hariyadi & Juliansyah, 2018) demonstrated the implementation of private cloud 

computing based on Proxmox Virtual Environment that supports high availability with four 

servers.  
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This study highlights how virtualization and setting access with limited logins can improve 

data security as well as cost efficiency aspects that are very relevant to strategic management 

accounting principles. Optimization of security systems can also be improved through an 

optimization algorithm approach. (Ardina & Sari, 2025) applied the Artificial Bee Colony (ABC) 

method to optimize the location of electric vehicle charging stations and successfully identified 

the shortest distance from the initial location to the optimal location. Although not directly 

related to cybersecurity, this kind of optimization methodology can be adapted to optimize the 

configuration of cybersecurity systems. Similarly, (Silva & Braeken, 2025) analyzed the reliability 

of acoustic features in various environments and found that Mel-frequency Cepstral Coefficients 

(MFCCs) showed excellent reliability with high correlation coefficients (0.98819 and 0.98889). This 

kind of acoustic fingerprinting technique opens up innovative opportunities for development in 

security systems that can detect operational anomalies that indicate cyber attacks. Another 

aspect of innovation is seen in the study (Hidayatullah et al., 2025) which analyzed Twitter 

conversations related to the Indonesian presidential election using a clustering algorithm. The 

Agglomerative Hierarchical Clustering method with Ward linkage produced the highest 

Silhouette Score (0.8018), indicating its effectiveness in identifying communication patterns. This 

kind of methodology can be transferred into the context of cybersecurity to identify malicious 

communication patterns related to cyberattacks, including ransomware. Meanwhile, a study 

(Luhur et al., 2023) on the Estonian e-Residency program highlights the importance of digital 

identity security as a crucial component in mitigating cyberattacks in the context of global digital 

business models. 

 

Synthesis and Implications for Strategic Management Accounting 

Based on a comprehensive analysis of 20 selected journals, it can be synthesized that the 

role of strategic management accounting in mitigating ransomware cybersecurity attacks 

includes several main dimensions. First, integrating advanced technologies such as artificial 

intelligence, machine learning, and real-time monitoring systems into the management 

accounting decision-making framework can significantly improve the capabilities of early 

detection and response to ransomware threats. Second, developing a governance and risk 

management framework integrated with management accounting principles enables more 

optimal resource allocation for cybersecurity initiatives. Third, organizational dimensions such as 

security culture, user trust, and organizational agility are critical factors that must be 

incorporated into a comprehensive cybersecurity management accounting strategy. Fourth, 

continuous innovation in security systems, supported by a value-oriented management 

accounting approach, can improve organizational resilience to increasingly sophisticated 

ransomware attacks.  

The implications of these findings for strategic management accounting practices are 

substantial. Management accounting professionals need to develop a deeper understanding of 

cybersecurity technologies and work more closely with information technology professionals to 

integrate security considerations into strategic decision-making processes. The development of 

performance metrics that incorporate cybersecurity dimensions is also becoming increasingly 

important to support a more comprehensive evaluation of security investments. Furthermore, 

integrating organizational factors into a cybersecurity management accounting framework can 

improve the effectiveness of overall ransomware mitigation strategy implementation. 

 

CONCLUSION 

Based on the results of a systematic literature review of 20 research journals, it is 

concluded that strategic management accounting plays an important role in mitigating 

ransomware attacks through the integration of information technology, governance and risk 

management frameworks, organizational dimensions, and security system innovations. Strategic 
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management accounting is able to provide a data-based and value-based approach in strategic 

decision-making related to cybersecurity, including resource allocation, security investment 

evaluation, and development of performance indicators related to cyber risk. These results 

indicate that a holistically integrated management accounting approach with a cybersecurity 

strategy can increase organizational resilience to increasingly complex and financially 

detrimental ransomware threats. 

 

SUGGESTIONS 

The suggestions that can be put forward from this study are the importance of increasing 

collaboration between management accounting and information technology professionals to 

develop a more adaptive cyber risk mitigation framework. First, organizations are advised to 

adopt analytical technology and artificial intelligence in management accounting systems to 

improve early detection of ransomware attacks. Second, the development of a security culture 

and ethical leadership needs to be integrated into organizational strategies to strengthen 

awareness and response to cyber threats.  

Third, it is necessary to formulate policies that support the integration between strategic 

management accounting and compliance with cybersecurity regulations. Further research can 

examine the application of this framework in case studies of specific industrial sectors to 

produce more applicable practical guidelines. 
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